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2 Introduction

This report describes the development of a prototype in the research program mininfo (Www.mininfo.no) at
Norwegian Computing Center. The prototype intends to be used to conduct user studies, and further
development can be done based on input from the user studies and other research conducted in the mininfo

program.

The main purpose of this report is to give a Sate report of what has been done, and address some issues
that needs further work. People that want to study or develop a system for defining and enforcing privacy
policies, or join the research program mininfo, either as researcher or a partner could have use of reading
this report.

3 Background

While mobile services are emerging, location based services (LBS) have long been o the doorsteps
without bresking trough. A lack of a“killer gpplication” or a criticd mass can be among the reasons these
sarvices is not breaking trough. However, according to [1] there is an increasing concern among citizens
about how their personal data is being used, and this is probably a mgor reason for the dow take up of
these services. Therefore thereis a need for technology that can provide privacy protection and at the same
time dlow for persondized dectronic sarvices. The user needs a Smple way to decide and control who
should be allowed to access which parts of their data or gpplications, as well as for instance when, how
often andin which way.

One way of meseting these chalenges could be to develop a system for defining, adminigtering and enforcing
privecy policies. Through a privacy policy the individud will be able to define in advance who will be given
access to hisher location information, when, and to what accuracy. Snekkenes has in [2] proposed a
framework for defining, distributing and enforcing privacy policies.

In this project we wanted to study the concept of user defined privacy policies further. Therefore we have
developed a prototype system for handling access policies for persond location information. The prototype
has been developed as a part of a research program funded by the Norwegian research council. The
prototype is based on the proposal by Snekkenes [2]. The system is developed specidly for controlling
location information from a mobile phone, but the intention is to extend the system further to handle more
generd information units. The system can be described as Privacy Enhancing Technology (PET), or maybe
we should cal it Privacy Preference Technology (PPT), as the focusis on supporting the user in stating and
enforcing hisher own privacy preferences.

In generd users have high expectations to usability of new dectronic services. From the user’s point of
view, the important part is the user interface (Ul), which must provide asmple, easy-to-understand way to
define an access control policy. Through the prototype we will be able to explore users perception and
attitude to the privacy policy concept and the system's ability to pass on the underlying idess. Different
aspects of the UI, such as use of language and images, may serioudy affect the user interpretation of the
technology and how it works. One of the great chalenges in developing this Ul will be to enable a user with
little or no training in logic to define a policy that properly reflects the user’s intentions. Having the
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prototype we can run experiments investigating actua user attitudes and behavior regarding privacy of
LBS.

3.1 Thevision of the privacy policy application

We want to build an application for defining and enforcing privacy policies; we will cal the application for
the privacy policy gpplication (PPA). The vison is to make it possible to utilize location information from
persond mobile phones while at the same time giving the persons owning the mobile phones control of their
own location information.

The PPA aimsto be the industry standard for such systems characterized by these terms.

Effective: The architecture should be scdable and provide the best possible throughput and
least possible delay.

Usable: The user interfaces should be easy to understand while a the same time provide
enough functiondity to define a concise and clear policy both understandable for the user and
for the location provider using the policy to grant access to information.

Secure: We need to have a highly secure sysslem when handling persond information such as
location information. The security requirements to the PPA system are no less that to
transaction systems handling economic or medica information.

Neutral: The PPA should be neutrd when it comes to which service providersit handles.
Robust: A savice like this in use must have a 100% uptime. Although our prototype is
deployed in a test environment without such robustness, it should be no problem deployingitin
an environment like this without changes in the PPA.

Logical: The PPA should be logicd to understand by developers and service providers with
some experience with system design, and new devel opers should come up to a productive level
within short time studying the PPA. Especidly should the contract models for dient systems
interacting with the custodian be easy to understand.

3.2 Architectural overview

The overdl architectural model is based on [2], which describes a possible sequence of interactions for a
request for a service based on location data. The model is outlined in figure 1 and includes the following
entities

- Personal Location Privacy Policy: Statement of what can be released to whom and when. Each
located object will have an associated palicy.

- Poalicy custodian directory: Public directory of Policy Custodians.

- Policy custodian: Where the palicy is stored and possibly aso enforced. The set of permitted
operations may include read, write, modify, and query etc. depending on the identity of the
requesting entity.

- Location provider: Entity providing the location data. Any release of data should be subject to
the palicy.
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- Service provider: Entity that is combining location data with other deta to produce some service.
An example of a service provider could be a company using information about a person’s location
to generate agraphical map of the areathe user isin, with ared spot indicating where the user is.

- Service consumer: Entity to which services is presented for consumption. An example can be a
taxi driver wanting to know where to pick up a passenger.

- Serviceinitiator: Entity that would like and/or accept that the service is produced. An example of
this can be a person wanting a taxi and accepts that the taxi driver gets location information about
him.

- Service requestor: Entity that makes a request to the service provider for the service to be
produced. An example of this can be the same as above, a person wanting a taxi, thus requests the
service provider to give the taxi location data.

- Located object: The entity whose location data will be required to deliver the service.

- Owner of located object: The entity that owns the located object

i,

Policy custodian direcion:

Policy cwner \
@ |

Servics provider

Policy andun

2
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Figurel. Servicerequest: Sequence of interactions. From [2]

3.3 Limitations of application

The prototype described in this report is an implementation of the policy custodian in figure 1 with
interaction interfaces 5 and 6 in the described modd. The policy owners can access the custodian with
different clients to define and manage their policy, interactionstep 6 in the figure, and the policy is exposed
for the location provider, interaction-step 5 in the figure. For smplicity (the) service provider, service
initiator and service requestor are being handled as one entity, the observer in the prototype. The
prototype can be further devel oped to handle dl the entities.
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4 Methodology
In this chapter we will shortly describe the different methods we have used in the process to build the
prototype.

4.1 eXtreme Programming

Extreme programming (XP) [3-5] is a member of afamily of software development methodologies called
agile (“lightweight”) methodologies [6].

XP is a “customer centric’ method. Optimaly one should have one representing the customer “on Ste”’
during development. In our case our customer is the Norwegian research council funding the program, but
they are rdatively far away from the type of customers the XP method is designed for.

We wanted to use the XP method because of its adapting nature. We believe that a good system design
must come as a result from iterative development where the system design continualy must adapt to new
requirements and design ideas. Except for the part about the customer, XP seemed like a good fit for this
project. XP emphasizes that a project should use the part of XP that works, and not necessarily use dl

partsin every project.

Thelifecycle of XP isdescribed in the picture below (Figure 2).
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Figure2. The XP lifecycle

First the project team members create user stories. User stories are written down on an index card, and
should be a few lines describing some aspects of the system. This could be a functiond requirement, a user
experience, a system requirement or a limitation of the system. Then the project team meets in a release-
planning meeting and selects which user gory to implement in the current iteration. The customers should
do the selection after the devel opers have provided some estimates of the cost.

Next the developers meet in an iteration-planning meeting and develop task cards. Task cards are based
on the user gories. These are written on index card and should describe a particular programming task.
The programming task should idedlly take from 3 to 5 idedl hours to finish. That isif the programmer did
nothing ese but coding. Our experience is that you often have to multiply this by two to get a redidtic
measurement on how long it takes, but that is not the important aspect.

Then the iteration starts. Design is done by the rule of smplicity. Choose the Smplest possible design that
solves the current problem. Every programmer can change the design, but there is some quaity assurance.
Pairs of programmers should do al development. When two programmers St on the same computer it is
cdled pair programming. The idea is tha any two programmers in the projects can take decisons
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concerning the whole system architecture. This way efficient refractory of the classes can take place. The
result should be better system design.

When designing for the problems at hand new design needs to be done when new problems arise. XP
solvesthis by refractory. When starting to code so early in the development process one has to be open for
changes. Refractory of code means that you move parts of the code to another place in the program, for
example you move a function from one class to another. Good designed programs can eesly be
refractored, and refractored programs have usudly good designs.

When a program is being refractored there is a need to test if the program behaves in the same way as
before the refractory. XP emphasizes unit testing. Unit testing istests of smdl units of the system; typicaly a
unit isafunction in the program, or part of afunction like an agorithm.

Before each iteration the customer defines some acceptance tests the system should meet. The customer
specifies scenarios to test when a user story has been correctly implemented. A story can have one or
many acceptance tests, what ever it takes to ensure the functionaity works. Iteration is finished when the
acceptance tests are passed. Then anew iteration can begin.

Clearly we could not say we used XP in this project because the customer has suchacentral rolein a XP
project. But we did base the development process on some of XP's best practices, and we think it gave
good results.

4.2 Using a Genetic Algorithm (GA) in user interface design

Since the concept of privacy policy is farly new and unknown to most people, we wanted to explore
severd different design ideas, and since we were following the ideas of XP and quick prototyping, we did
not have time for long explorations and evauations. Therefore we sdected a pardld design process based
on agenetic agorithm as presented by McGrew in [7]. An important advantage with this method is that it
provides an effective way of exploring and evauating severad design concepts virtualy a the same time.
Also the process is open for all team members, and thus supports assmilation of knowledge from the
whole team including severd disciplinesinto the design.

The main ideas of the process are to make new versons or "generations' of design proposals based on
combining the best dements of the initid design ideasi.e. "Survivd of the fittest desgn eements’. Thegrain
of the designs when following this method is adjustable. We chose a fairly high granularity level approach,
and |eft the detalls to the implementers. The method takes into account that there might be good design
elements in bad or unattractive design proposals. Also the process continualy alows for new ideas by a
concept of mutations.

4.2.1 Description of the process:

Step 0: Generate an initid population of design proposals

Step 1: Natura sdection (possible via afitness function)

Step 2: Generate next generation using following breeding mechanisms:
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- crossover: sgect dements that you like from two of the proposed solutions and combine them
in anew proposal
- mutation: put in any new ideathat you get during the process

Continue to iterate step 1,2 until convergence. Since each participant is able to make intelligent decisons
about each design proposal and eements in it, the design proposas usualy converge fast (McGrew [7]
suggests 3-5 generations).

From an academic point of view the main problem with this method probably is the process of selecting
what design elements to “breed” upon. In [7] it is proposed to evauate the different designs according to
some usahility criteria such as heurigtics or usability guiddines thet is gpplicable to the design problem at
hand. Thisiscaled afitness function.

In our case the selection was done very smply. Each participant presented hisher desgn, and dl the
participants discussed pros and cons. After this it was up to each member of the design team to select the
design ghe liked most.

5 Requirements

Pat of the purpose of the prototype is to uncover requirements and chalenges, so there was no
requirements document made at the beginning of the project. This is in keeping with the XP philosophy:
requirements will always change, so generating requirements and adapting to new ones are a part of the
development process itsdf. The requirements have the form of user sories, which are trandformed into
programming tasks and then acceptance tests as the project progresses.

In retrospect though, the generd trend that emerged from the user stories produced was to aim for

A demongtrator that would implement a smple custodian service and

A persond policy editor client.
Regarding the cugtodian, more focus was placed on illugtrating the general structure and end-to-end
propagation chain for policy data, than on supporting redidticaly detailed deta in the actua policies or
integrating with externa sources of identity info. For the user client, the focus was mainly on presenting the
quite complex data in the policy to the user in an accessble way, usng rdatively smple and familiar GUI
elemernts.

6 Design

6.1 A typical user walkthrough

First a new user will need to register. S’hhe chooses a custodian She trusts, and register with a username
and a password. She then downloads the windows dient and ingdls it on his machine (This will not be
necessary when we have aweb verson of the client ready).
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When ghe logs in with the username and password a default policy will be loaded. This policy has some
typical observer groups, Stuations and vishilities aready present, and the user can choose to use some of
them, or change them according to hisher needs.

The user can then start to add eements to build the policy. A policy consists of the four eements

Located object, Observer, Stuation and Vishility bound together by arule. Literdly one can expressit as
for a located object ‘Located object’, an observer ‘Observer’ can se my location in a situation
‘Stuation’ with visibility ‘visibility'.

We address the need for dynamicaly update the policy by the possibility to change the ‘Stuation’. By usng
the dtuation editor one can switch between different Stuations to change what and to whom location is

being exposed.

6.2 High level design

The generd design follows a cdassic multi-tier moddl: an SQL database for persstence, an object layer
implementing the fundamenta business logic, a webservice implementing higher-level functions and
exposing them through the externd SOAP AP, and findly various types of clients for actudly presenting
and manipulating data in different ways (figure 3).

The two dient actudly redized are a rdatively smple Windows-based policy editor/viewer, and a smdl
WAP sarvice for switching between predefined ‘contexts or ‘sStuations from a mobile phone, affecting
which part of the policy is currently to be enforced. Both are directed at end-users.

No client was made for business users to query users palicies, since such clients will usudly be integration
layers towards location-providers internal systems, not separate human-operated applications.
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Figure 3. Multi-tier model

6.3 Low level design

The policy modd is centered round the concept of usng a set of rulesto sdlect an dlowable vighility leve
for agiven information type, depending on aset of circumstances.

In short, finding out what information an observer is allowed corresponds to:

visibility = f(infoOwner, infoType, requesterRole, ownerSituation)

where dl vaues are enumeraions, some of them wholly or partly user-defined. A separate database table
of rules defines which tuples will result in which vishility level. A rule has no other function than to couple
together named entities, defining how a specific tuple will result in a specific vighility.

Vighility: A database table defines what a restrictions a named vishility leve actudly implies. The
current table definition only adlows a smal demondtration set of properties for a vishility leve, but
this can change without dtering the genera lookup concept.

InfoOwner: ‘Owner’ in the database. The policy owner must of course be identified to select
which rules gpply.
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InfoType: ‘LocatedObject’ in the database. The user may have different restrictions on different
information, SO what is being requested must be part of the rule. So far we have only been
concerned with location data, so the InfoType is currently only used to select which of the user’s
locatable objects is being queried. Thisis reflected in the current naming of the database table.

Requester Role: Who is asking — the information requester must match one of a predefined set of
Roles. Roles can be user defined, system-wide, or provided by an external servicee How
requesters are identified with and authenticated as a particular role is outsde the scope of this
demondtrator. Roles have a “parent” Role, so ore can build hierarchies where roles inherit
privileges, and only exceptions needs to be specified.

Owner Situation: What ‘context’ or ‘gtuation’ is the user in. Again, this is defined by sdection
from a user-editable list of named dternatives. Thisfacility encompasses al other dependencies for
information disclosure. One typicd use is to dlow a user to quickly switch policies by manualy
sdecting a context, for example usng atrivid WARP dient from a mobile phone. Typica dternatives
would be things like hidden, or at work, in effect activating one of severd complete policies. But
one can a0 see this facility as an enabler for automated context-dependency. For example, an
externa service can be authorized to change your context for you automaticdly, in response to
your position or calendar or other information, according to rules you have specified. Thisway, the
detals of implementing dynamic policies is farmed out of the core rule sysem, making for less
computation in the custodian service, and creating a new niche for value added services.

7 Results

In chapter two we presented a conceptua solution for defining and enforcing privacy policies. We have
implemented software that can be run by the policy custodian (the custodian service) illugratedin figure 1.
Also we have made the interaction layer to the system for the location provider, interaction step 5 in the
figure. And we have made two dlients for the policy owner to manage their policy, interaction step 6 in the
figure. There is one dient to define the policy (the admin client), and another client to update the dynamica
part of the policy (the Stuation editor).

7.1 The Custodian Service

The policy cugtodian runs the custodian service. This is implemented as a web service in the PPA. The
location providers must communicate with the custodian service trough the web service to retrieve policies
tailing witch information they can give away to service providers.

The main methods available for the location providers are lookup-functions, returning avishility to enforce
based on provided parameters and the information owner’s context (known aready by the custodian and
not disclosed). The set of functions for this useis not yet complete.

The owners of the location information need to communicate with the custodian service trough the
websarvice to adminigtrate the policy.
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The exposed webservice APl from the service can be obtained from the webservice itself as a WSDL
(Web Service Description Language) file.

7.2 The Admin Client

The admin interface is where the user defines the policy. The admin interface can potentidly be
implemented on any platform as long as it supports the webservices standard. We have chosen to develop
the client for the windows platform, since the rest of the development has been done on this platform in this
project, and thus the developers is most familiar with it. There is a screenshot of the admin tool in figure 4.

JRT=TET
File Paolicy Help
=- \-".enner mobilen | EiF'S'enI Bilen |
i Petter )
ook Whenl am... Joachim should zee...
..... A
A b d:ff;'fh'm Giaton] 1 B X T R A < i .
- McDonalds o~ hjemme iser aft
= Kllesbutikker = med venner vizer bare stedznawvn
o HM wizer ingerting
[=]- Familie Wizer att j
L Saster i Wizer alt
----- Bror  pé skolen iger alt
----- Fetter

pa byen

In situstion pa byen, observer Joachim will see you with 500 meters accuracy and & 1 hour time delay

Figure4. Palicy editor

The policy is defined to be dynamic based on the users Situation. When the users situation changes, the rue
for what observers should see aso changes. The user currently has to manudly update his Situation via the
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Stuation editor described in the next section. Different software agents could aso update the Situation
autométicaly.

7.3 The Situation Editor

The Stuation editor is used to update the Stuation the user isin from a set of predefined Stuations. Example
on astuation is ‘a work’. When the user sets his Stuation to ‘a work’ this could mean that colleagues are
granted access to his location. When he is no longer in that Stuation, say when he is *home he probably
doesn't want his colleagues to see his location. The Stuation editor for WAP is presented in figure 5. The
Stuation editor is primarily made to show the concept and needs further development to work properly.

i Contexteditor
[biornna [¢]

pé skolen Y|

| |Set Current I:-:unte:-:tl

Figure5

8 Other considerations, further work

We have only implemented the policy custodian part of the system described in figure 1. Our main focus
has been on developing the user interface and the practicad condderation of making the policy avallable to
the other stakeholders in the system. Firgt we will mention some issues regarding the different parts of a
policy and extensions to the current prototype and then we will mention some more generd aspects of the
system. The motivation for adding this chapter isto serve asinput to further research around the prototype.

8.1 Extensions of the current policy
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As daed ealier, the policy congsts of rules binding entities together. One rule is a unique tuple of the
entities owner, located object, observer, stuation and vighility. Thisis a smple modd leaving out many of
the difficult agpects. Although the scope of this prototype was to make just this smple modd, we want to
mention some of the difficult parts here. There is specidly the tree entities observer, Stuation and vishility
that we believe needs to be considered more closely.

Observer: Observer needs further anaysis. In the prototype, observer is only a name. This name
has to be mapped to some red world identity, like for example an e-mail address, phone number,
socia security number or organization number. Observer could dso be divided into different
categories. For example afriend is different from a business, and should be handled different by the
PPA. And as presented in [2], the initiator, the requester and the service provider can be different
entities, and this should possibly be reflected in our model.

Situation: In our prototype the owner manualy selects the situation. For the policy Stuation isjust
another identified identity, but mapping the dStuation to that identity can be a complex system
working on its own, collecting data from multiple sources like location, calendar, pc-usage, active
smart cards, and caculate the Stuation usng complex dgorithms.

Vigbility: In this prototype the vighility is a name with some parameters, like the leve of
granularity for the accuracy of the location information. The thought is that to some observers you
want to gve away your location information, but with a much lower accuracy than to others. For
example one could give away only the name of the city. Different parameters for this entity should
be investigated further.

Other more generd aspects of the PPA have dso been trough someinitid thoughts during the project and
we will mention some of them in the rest of this chapter.

8.2 General aspects

8.2.1 User Interface

More work on the user interface has to be done. In a pilot test we discovered, not surprisingly, that the
concept of making a policy might be difficult or confusing. Particularly the pilot test indicated that we have
to look further into how to distinguish and darify the difference between making a set of privecy rulesfor a
Stuation, and selecting a set o rules when in a specific Stuation. The prototype will be further tested in a
user test. The result from this test will certainly lead to some changes, and a new user test should be
conducted again.

8.2.2 Security
We considered these aternative security mechanisms during development:
1. Badc: the username and password are sent in plain text. Easy network monitoring tools can
intercept usernames and passwords.
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2. Basic over SSL: Username and password is sent over the net usng SSL encryption. This works
well for Internet scenarios. Using SSL degrades performance.

3. Client Certificates. Use of secure identification of clients in Internet scenarios. Requires eech client
to obtain a certificate from a trusted CA. Certificates can be mapped to user accounts witch are
used by 11Sfor authorizing access to the webservice.

We chose the firgt option with plain text transmisson of username and password. This s clearly not good
enough security for this system and should be further developed in the next versions of the PPA.

8.2.3 Legal and ethical aspects

As dleged in the introduction of this document, the PPA can be described as Privacy Enhancing
Technology (PET). But as is pointed out in [8], even if PET's provide individuds with a means of
contralling their persona information, these tools do not necessarily ensure privacy protection. Therefore a
amplified view of privacy, understood mainly in terms of control over persond informetion, is criticized. It
is important that ethical and juridical matters are studied further and these must be analyzed in conjunction
with the development of new technology.

8.2.4 Generalization

The prototype is desgned for location information generated from mobile phones. We bdlieve that the
policy could be modernized to work with other types of information as well. One part of the custodian
prototype that needs to be changed to support other types of information is the visibility. When for example
the radius seems like a good vishility parameter fro location deta, it gives little meaning when talking about
restaurant preferences.

9 More information

This report and additiond software and information will be avalable a the mininfo webste
http:/AMww.mininfo.no

For further information about the prototype, contact Bjern Nordlund (bjornno@nr.no) or Joachim Lous
(Joachim@nr.no).
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